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CpenHum

YpoBeHb Yyrpo3sbl

YAa3BUMOCTH, TpebyloLne B3auMoaeNCTBUSA C Mosib30BaTesIeM, @ TaKXXe YI3BMMOCTU, KOTOPbIE NPUBOAAT K pasrialleHnto MHopMaumm o
NPUNOXXEHNN NN ero KOMMOoHEeHTax.
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Kputnuecknin Bbicokui CpegHui Huskuin

PesynbTaT 4ONONHUTENbHbIX NPOBEPOK

Mouck nogaomeHoB ©@ bBes owmnbok
Mpw BbINONHEHUM NPOBEPKM OLUIMGOK HE 06HAPYXXEHO

NHdopmaums o SSL cepTudukarte ® Bes owmn6oK
Mpu BbINOHEHUN NPOBEPKM OLLUMBOK HE OGHaPYXXEHO

3aronoBku 6e30MacHoCTH @ C owmn6Kamu
MpoBepeHo 3aronoBkoB 6e3anocHocTh 54, N3 HUX ¢ owmbkamm 50

KoHurypauus SSL © Bes own6ok
Mpu BbINONHEHUM NPOBEPKM OLIMGOK He 0GHaPYXKEHO

Ysa3BUMOCTb 06x0/a KaTanoros © Bes owmn6ok
Mpw BbINONHEHUM NPOBEPKM OLUMGOK HE 06HAPYXXEHO

Moppepxxka SSLv2 ® Be3s owmn6oK
Mpu BbINOTHEHNN NPOBEPKM OLLUMBOK HE OGHaPYXXEHO

Ya3BumocTb XSS ® Be3 own6ok
Mpw BbINONHEHMM NPOBEPKM OLLMGOK HE 06HAPYXXEHO

O6Hapy»eHune He6e3omnacHbIx Gopm 3arpyaku Gparinos ® bBe3s own6oK
Mpu BbINONHEHMN NPOBEPKM OLLUMGOK HE O6HaPYXXEHO

Mowuck SQL nHbekuni @ bBes owmn6ok
Mpw BLINONHEHUM NPOBEPKM OLLINMGOK He O6HAPYXKEHO

MepeuncneHve Be6-kKaTanoros © C owmnbKamm
Mpu BbINOHEHUN NPOBEPKM O6HaPYXXEHbl OLLNGKN

Mpoeepka Ha CSRF ys3aBuMoCTb ® Bes owmn60oK
Mpw BbINONHEHMM NPOBEPKM OLLIMGOK HE O6HAPYXXEHO

Mownck cnabbix naponen ans SSH ® bBes own6oK
Mpu BbINONHEHMN NPOBEPKM OLLUMGOK HE O6HaPYXXEHO

Cepsep MySQL ¢ nycTbim naponem ® Bes owmn6oK
Mpu BbINOTHEHNN NPOBEPKM OLLUMBOK HE O6GHaPYXXEHO

Cepsep FTP ¢ nycTbiM naponem ® Bes owmn60oK
Mpu BbINOTHEHNN NPOBEPKMU OLLUMBOK HE OGHaPYXKEHO

Mposepka cnabbix naponei Ha FTP ® Bes owmn60okK
Mpw BbINONHEHMM NPOBEPKM OLLMGOK HE 06HAPYXXEHO

Mowuck cnabbix naponen ans MySQL @ bes own6oK
Mpu BbINONHEHMN NPOBEPKM OLLUMGOK HE O6HaPYXXEHO

Mownck cna6bix naponen pns Wordpress CMS ® Bes owmn6oK
Mpu BbINOTHEHNN NPOBEPKMU OLLIMBOK HE O6GHaPYXXEHO

Mowuck yssBnmocTen ans Be6-npunoXKeHni ® Bes owmn60oK
Mpu BbINOTHEHNN NPOBEPKMU OLLUMBOK HE OGHaPYXKEHO

Mowck yassmumocTen ans 1C ® bBe3 ownbokK
Mpu BbINOIHEHMMN NPOBEPKM OLLUMGOK HE O6HaPYXXEHO
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Mowck yassumocTewn ansa SSH ® Bes owmn60oK
Mpw BbINONHEHMM NPOBEPKM OLLIMGOK HE 06HAPYXXEHO

RDP otkntoueHa NLA ayteHTUdmKauns ® bes own6oK
Mpu BbINONHEHMN NPOBEPKM OLLUMGOK HE O6HaPYXXEHO

Mowuck yssBumocTen pns Jira ©@ Bes owmnbokK
Mpu BbINOTHEHUN NPOBEPKMU OLLUMGOK HE OGHaPYXXEHO

MpoBepka BO3MOXHOCTM 3axBaTa noaaoMeHa ® Be3 own6oK
Mpu BbINOTHEHNN NPOBEPKMU OLLUMBOK HE OGHaPYXXEHO

Ha 4TO Mbl BaC NpoBepsan

V Mounck cnabbix naponen gna SSH
BbinonHsieT 6pyTdopc TOM 100 naponeii SSH cepeepa

Mouck nogaomeHoB

MpoBepka HaxoauT NOAAOMEHbI Be6-cepBepa, 3anpalumBas 6a3y AaHHbIX XXYpHanoB Npo3pavyHocTu ceptudumkatTo Google

lMpoBepka BO3MOXXHOCTU 3axBaTa nogaomMeHa

MpoBepsieT, eCTb 1 KakMe-nnM60 NoaaoMeEHbI, YA3BMMbIE A8 3axBaTa

RDP oTkntoueHa NLA ayteHTudumnkauusa

C < XL

MpoBepseT, He HaCTPOEH NN yaaneHHbINn pabo4nii CToN A/ UCMOJIb30BaHNA NPOBEPKU MOASIMHHOCTU Ha CETEeBOM YPOBHE
(NLA)

lMpoBepka cnabbix naponen Ha FTP

<

BobinonHsieT 6pyTdopc TOM 100 naponei FTP-cepBepa

Moppeprxkka SSLv2

<

OnpepenseT, NOOAEPXKUBAET /M CEPBEP YyCTapeBLUNI U MeHee 6e3onacHbIl SSLv2, n o6Hapy»XmMBaeT, Kakue Wwudpbl OH
nopaepXxvBaeTt

V O6Hapy)xeHue He6e3onacHbIX opM 3arpy3ku pannos

O6HapyxeHue He6e3onacHbIX popm 3arpy3kun Gannos B BEG-MPUIOXNKEHUSAX C UCMOIb30BAaHNEM Pa3/INYHbIX METOAOB, TAKUX
Kak n3ameHeHue 3aronoka Content-type nnm cosgaHve gencTBuTeNbHbIX GparinoB N306parkeHni, CoaepaLLmx NonesHyo
Harpy3ky B KOMMEHTapuu

V MpoBepka Ha CSRF ya3BumocTb

O6Hapy>XnuBaeT ya3BUMOCTM NOAAENKN MeXcanToBbIX 3arnpocoB (CSRF). OH nonbiTaeTca 06HapYyXUTb UX, MPOBEPUB KaXKayHo
dpopmy, ecnvm oHa COaePXUT Henpeackadyembli TOKEH AN8 KaXKaoro nonb3osaTens. bea Hero 310yMbILWNEHHUK MOXET
nopaenatb BPeAOHOCHbIE 3arnpochl

YassumocTb XSS

<

MpoBepsieT Ha Hannyee XSS yaszBumocTen

KoHourypauma SSL

<

MpoBepka 6yaeT NpeaynpexaaTb 06 onpeAeneHHbIX HeMpaBu/IbHbIX HAacTporikax SSL, Takmx Kak cepTudukaTsl,
nognucaHHble MD5, HekayecTBeHHble adpemepHble napameTpbl DH n ya3sumocTe POODLE. KoHe4YHbIM pe3ynbTaTom
AIBNISIETCA CMMCOK BCEX HAB6OPOB LWMbPOB M KOMMPECCOPOB, KOTopble NPUHUMaET cepBep. Kaxxabiii Habop Lwndpos
oTo6paXkaeTcs ¢ 6yKBEHHOM oueHKoM (0T A go F), ykasbiBaloLen Ha NPOYHOCTb coeanHeHus. OLueHKa ocHOBaHa Ha
KpunTorpadpmuyeckom CTOMKOCTM 0O6MeHa Knto4amMu 1 NoToKoBoro wudpa. Bei6op anroputma LenocTHOCTU (XeLumMpoBaHus)
CO06LLEeHMSA HEe MMeEeT 3HaYeHusi. CTpoka BbiBOAA, HAUYMHAIOLWLAACA C HAMMEHbLUEN CUJbl, MOKa3biBaeT CUJTy CaMoro cnaboro
npepnoxeHHoro wuepa. OueHka ocHoBaHa Ha PykoBoacTBe no oueHke SSL-cepepoB Qualys SSL Labs, Ho He yuuTbiBaeT
nopaepyky npotokona (Bepcus TLS), koTopas coctaBnsieT 30% oT perTuHra SSL Labs

CepBep MySQL ¢ nycTbiM naponem

MpoBepseT Hannume cepBepa MySQL ¢ nycTbim naponem ans "root" nnm "anonymous”

Cepsep FTP ¢ nycTbiM naponem

< <

MNpoeepseT, paspeluaeT M FTP-cepBep aHOHWMHbIN BXoA. EC/ aHOHUMHbIN paspeLueH, Nosly4aeT CrMCOK KOPHEBOMO
KaTasnora u BblaenseT Gpaiisbl, LOCTYMHbIE AN 3anucu

Mouck cnabbix naponen ana Wordpress CMS

<

BoinonHset 6pytdopc TOM 100 naponen Wordpress CMS

3aronoBku 6e30MnacHOCTU

<

MpoBepsieT 3aronoBkn HTTP-0TBeTa, OTHOCALMECS K 6e30MacHOCTH, ykasaHHble B OWASP Secure Headers Project, n paet
KpaTKOe onvcaHue 3arofioBka 1 ero 3HadyeHust koHourypauuu. MpoeepseT HSTS (cTporas 6e3onacHocTb TpaHcnopTa HTTP),
HPKP (KoHTaKTbl OTKpbITOro Kntoya HTTP), napameTpbl X-Frame

V Mouck yasBumocTen ana SSH

MpoBepka uieT ya3sumocTn ana SSH. K npumMepy, BO3MOXXHOCTb aBTOPU3aLIMK MO Naposito
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Mounck SQL nHbekuumn

CneumnanbHble nporpammbl wyT URL-agpeca, cogeprkalime 3anpochl, ya3BuUMbIe A5t aTaku ¢ ucnonb3osaHnem SQL-
MHbeKunn. OH Takxxe uasnekaeT GopMbl C HaNAEHHbIX B€6-CalTOB U MblTaeTCs OnpeaennTb ya3sumble nons. CueHapuin
BbINosHAeT nouck HTTP-cepBepa B nonckax URL-agpecoB, cogeprkalymx 3anpocbl. 3aTemM OH NepexoanT K 06beAnHEHNIO
co3faHHbIX komaHg SQL ¢ yazBumbimu URL-agpecamu ans nonyvyeHus ownm6ok. OWMG6KM aHannaupyoTcsa Ha npegmeT
yasBumocTn URL-agpeca ans ataku

Mowck cna6bix naponen ans MySQL

BoinonHseT 6pytdopc TOM 100 naponent MySQL cepsepa

MHpopmaumsa o SSL cepTuoukarte

MonyyaeT cepTndmkat SSL cepsepa. NposepsieT cpok aencTteuns ncommonName, organizationName, stateOrProvinceName
n countryName

Ya3BMMOCTb 06X00a KaTtanoros

MpoBepseT, ya3BMM N1 Be6-cepBep A5 06xofa kaTanoros. B npoBepke ncnonbsyeTcs HECKOIbKO NPUEMOB: - O6Lwuin 06xop,
KaTanora nytem 3anpoca nyTteu - U3BecTHble KOHKPETHbIE 06X0Abl HECKONbKUX BEG-cepBEpPOB - O6X0[, CTPOKM 3anpoca. To
oTnpaBnseT 06xobl B BUAE NapameTpoB CTPOKM 3anpoca Ha NyTu, KOTopble BbIrSAAAT Tak, Kak 6yATO OHU OTHOCATCS K
NoKanbHOMY UMeHU danna.

Mounck yasBMMocCTeN ansa Be6-nNpuioXeHnmn

MpoBepka nweT BE6-NPUNOXKEHNS HAa XOCTUHIE, 3aTEM BbINOJHSAET NOUCK YI3BUMOCTU B 3aBUCUMOCTM BUAA MPUIIOXKEHUS.
Mbl moxkem HanTu GitLab, Wordpress

Mouck yasBumocTen ans Jira

lMpoBepka nLeT ya3BUMOCTHU B Jira

lMepeuncneHve Be6-kKaTanoros

MpoBepseT KaTanoru, UCnosib3yemble NonynsapHbIMU BEG-NPUOXKEHUSMU U cepBepamMm

Mounck yassumocTen ana 1C

MpoBepka nweT ysssumocTtn B 1C Enterprise

O6LWmnin NOUCK CEPBUCOB U YA3BUMOCTEN

O6Hapy>X1MBaeT ceTeBblE PECYPChI, @ 3aTEM CKaHUPYET NOpTbl HTO6bI ONPeAENNTb KNIOYEBbIE XapaKTEPUCTUKKN pecypca,
TaKue KaK onepaunoHHas cucTema, TUn yCTponcTBa 1 cnyx6bl. XSignal nogkntoyaeTcs K pecypcy U cobupaeT nHdopmaumio
06 YCTaHOB/IEHHbIX MPUNOXEHUAX a TaKXKe BbISIBNISIET YI3BUMOCTU.

[pyrvie BO3MOXXHOCTWN CUCTEMBbI:

v

PerynapHbie npoBepKu

B cpenHeMm Kaxkabin fieHb o6Hapy>xuBaeTcs 6onee 20 HOBbIX YyI3BUMOCTEN. XaKepy MOXXET NOHaA06UTbCA TONIbKO OAUH U3
HUX, 4TOG6bl B3/IOMaTb BallM cucTemsl. MnaH Pro BkloyaeT exxeMecsyHble NPOBEPKM Ha HanM4me nocnegHux cnabbix MecT,
KOTOpPble MOTYT MOBNUSATb Ha BalLW CUCTEMbI, U FapaHTUPYET, YTO NO6ble HEf,AaBHME UBMEHEHUSI HE MOCTaBUAN NOL Yrpo3y
Ballly 6e30MacHOCTb.

BosHuKalolLme yrposbl

Bpems Mexay nosiBNeHUEM HOBbIX YI3BUMOCTEN U X CMOIb30BAHUEM XaKepaMu COCTaB/AET AHW, a He Hefdenu. [ns
opraHusaunii, KOTopbIM HY)XeH 60siee 3pesblii Noaxoa K Kubep6e3onacHOCTH, HaLLW CPeACcTBa CKaHMPOBaHWSA BO3HUKAIOLLNX
yrpo3 06Hapy)XMBaT KpUTUYECKME YrPo3bl A5 BaLLUX CUCTEM, HE [OXUAASCh CNEAYIOLLEN exkxeMeCSYHOM NPOBEPKMU.



CepBucCobl

21V

He onpepneneHo
He onpepeneHo
http

http

http

http

http

He onpeneneHo
He onpeneneHo
He onpepeneHo
He onpepeneHo
He onpeneneHo
http

http

jetdirect

He onpeneneHo
http

He onpeneneHo

http

MopT
21
22
80
88
443
444
2224
3121
3389
5050
5403
8443
8887
8888
9100
9929
9999
21064

32667

no
HeunssecTHO
HewunssecTHO
nginx

nginx

nginx

nginx
Tornado httpd
HewunssecTHO
HewussecTHO
HewunssecTHO
HeunsBecTHO
HeunsBecTHO
nginx

nginx
HeussecTHO
HeussecTHO
nginx
HewusBecTHO

nginx

Bepcuun
HeunssecTHoO
HeunssecTHO
1.18.0

1.18.0

1.18.0

1.18.0

6.1
HeunssecTHO
HeunssecTHO
HeunssecTHO
HeunssecTHO
HeunssecTHO
1.18.0

1.18.0
HeunssecTHO
HeunssecTHO
1.18.0
HeunssecTHO

118.0



VIHpOpPMaLMA O CKaHMPOBaAHMMN

Llenu, BKNOYEHHbIE B 3TO CKaHUpPOBaHue
2fa.1cbit.ru

Bpems ckaHnpoBaHMs

370 ckaHMpoBaHue BbinonHsanock ¢ 11.05.2023 11:03:16

PeaynbTaTbl AONONHUTENbHbBIX MPOBEPOK

MNounck nogpoomeHoB

Onucanuve

MpoBepka HaxoaMT NoaAoMeHbl Be6-cepBepa, 3anpalumBas 6a3y aHHbIX XXypHasioB Mpo3pavyHOCTM cepTudukaToB
Google.

MHpopmauma o SSL cepTudpukarte

OnucaHuve

MonyyaeT cepTudukat SSL cepBepa. NpoBepsieT cpok aenctema n commonName, organizationName,
stateOrProvinceName n countryName.

MopT443
Ceptudukar CtpaHa HassaHue C patbl Mo paty
KOMMaHUn
GlobalSign GCCR3  BE GlobalSign nv- 06 uion 22 14:14 07 aBr 2314:14
DV TLS CA 2020 sa

3aronoBkun 6e30nacHOCTU

Onucanuve

MpoBepseT 3aronoskn HTTP-oTBeTa, OTHOCALWMECS K 6e30MacHOCTH, ykasaHHble B OWASP Secure Headers Project, n
[aeT KpaTKoe onncaHue 3arofioBKa 1 ero s3HadyeHus koHourypaumu. NpoeepseT HSTS (cTporas 6e3onacHoCTb
TpaHcnopTa HTTP), HPKP (KOHTaKTbl OTKpbITOro kntoya HTTP), napameTpbl X-Frame.

MopT443
3aronoBok 3HauyeHne Cratyc
Expect_CT

X_Permitted_Cross_Domain_Policies ---

Pragma o

X_Content_Type_Options ---

Expires

X_Frame_Options

Cache-Control

HSTS (HTTP Strict Transport Security)

Content_Security_Policy

MopT 444

3aronoBok
Cache_Control
Expect_CT

X_Permitted_Cross_Domain_Policies

Header: Cache-Control: no-cache, no-store, max-age=0

Header: Strict-Transport-Security: max-age=2592000

3HaueHne Cratyc

-—= He HaWaeH
-—= He HaWaeH
-—= He HaWaeH



3aronosok

Pragma
X_Content_Type_Options
Expires
X_Frame_Options
Content_Security_Policy

Strict_Transport_Security

MopT 80

3aronosok

Expect_CT
X_Permitted_Cross_Domain_Policies
Pragma

X_Content_Type_Options

Expires

X_Frame_Options

Cache-Control

HSTS (HTTP Strict Transport Security)

Content_Security_Policy

MopT 88

3aronosok

Cache_Control

Expect_CT
X_Permitted_Cross_Domain_Policies
Pragma

X_Content_Type_Options

Expires

X_Frame_Options
Content_Security_Policy

Strict_Transport_Security

MopT 8888

3aronoBok

Cache_Control

Expect_CT
X_Permitted_Cross_Domain_Policies
Pragma

X_Content_Type_Options

Expires

X_Frame_Options

Content_Security_Policy

3HaueHune

3HayeHne

Cratyc

Cratyc

Header: Cache-Control: no-cache, no-store, max-age=0

Header: Strict-Transport-Security: max-age=2592000

3HauyeHune

3HayeHne

He HaWaeH

Cratyc
He HaWaeH
He HaWaeH
He HaWaeH
He HaWaeH
He HaupeH
He HaupeH
He HaupeH

He HaupeH

He HaupeH

CraTtyc
He HauaeH
He HauaeH
He HauaeH
He HauaeH
He HauaeH
He HauaeH

He HauaeH

He HauaeH



3aronoBok 3HaueHne Cratyc

Strict_Transport_Security ---
MopT 9999

3aronosok 3HaueHue Cratyc
Cache_Control -
Expect_CT ---
X_Permitted_Cross_Domain_Policies ---
Pragma -
X_Content_Type_Options -

Expires
X_Frame_Options -

Content_Security_Policy -
Strict_Transport_Security ---
KoHnourypaumsa SSL
OnucaHve

MpoBepka 6ygeT NnpeaynpexxaaTtb 06 onpeaeneHHbIX HenpaBuabHbIX HAaCTponKkax SSL, Takmx kak cepTuoukaThl,
noanucaHHole MD5, HekadyecTBeHHble adpemepHble napameTpbl DH 1 yassumocTb POODLE. KoHeYHbIM pe3ynbTaTom
SIBNSIeTCS CMMCOK BCEX HA60POB LNGPOB 1 KOMMPECCOPOB, KOTOPbIe NpUHUMAaET cepBep. Kaxapii Habop wrdpos
oTo6parkaeTcs ¢ 6yKBEHHOM oueHKom (0T A a0 F), ykasbiBatoLLen Ha NpoYHOCTb coegmHeHuns. OueHKa ocHoBaHa Ha
KpunTorpapruyeckon CTOMKOCTM O6MEHa K/lto4aMu U NOTOKOBOro wudpa. Boibop anroputma LenoCTHOCTU
(xelumMpoBaHus) coobLLEHNS HE UMEET 3HadYeHns. CTpoKa BbIBOAA, HAUYMHAIOLLAsACS C HAMMEHbLLEWN CUJIbl, MOKa3biBaeT
cuny camoro cnaéoro npeanoxeHHoro wudpa. OueHka ocHoBaHa Ha PykoBoacTse no oueHke SSL-cepBepos Qualys
SSL Labs, HO He yunTbiBaeT nogaep kky npotokona (Bepcus TLS), koTopas coctanseT 30% oT penTuHra SSL Labs.

Ya3BUMOCTb 06X0a KaTanoros

OnucaHuve

MpoBepseT, yA3B1UM N1 BE6-cepBep A8 06xona KaTanoros. B npoBepke MCNo/ib3yeTcs HECKO/IbKO NpuemMoB: - O6Lwni
06X0[ KaTanora nytem 3anpoca nyten - I'aBecTHble KOHKPETHbIE 06X0Abl HECKOJIbKUX BE6-cepBepoB - O6Xxon CTPOKU
3anpoca. 3To oTnpaBnseT 06xoabl B BUAE NapaMeTpoB CTPOKM 3anpoca Ha NyTu, KOTopble BbIFSAAT Tak, Kak 6yaTo
OHW OTHOCATCA K JIOKalbHOMY UMeHMU dalina..

Moppep>xka SSLv2

OnucaHue

OnpepenseT, Noaaep>XnBaeT 1 CepBep yCTapeBLUNA U MeHee 6e30MnacHbIn SSLv2, n o6HapyXnBaeT, Kakue Wndpbl
OH nogaep>XnBaert.

YasBumocTb XSS

OnucaHue

MpoBepseT Ha Hanu4yee XSS ya3BUMOCTEN.

O6Hapy)xeHune Hebe3omnacHbIX popm 3arpy3ku dparnos

Onucanuve

O6Hapy>eHne Heb6e3onacHbIX GopM 3arpy3ku ¢annoB B BEG-NPUIOXKEHUNAX C UCNOIb30BaHNEM Pa3/INYHbIX METOLO0B,
TaKMx Kak u3aMmeHeHue 3aronoska Content-type nnm cospaHve gencTBUTENbHbIX GarinoB N306paXKeHNn, CoaepIKaLLnX
NoJsie3Hyo Harpy3Ky B KOMMEHTapuu.



Mownck SQL nHvekuunn

OnucaHue

CneunanbHble nporpammbl nwyT URL-agpeca, cogepykalumne 3anpochl, ya3BUMbIe 411 aTaku ¢ ucnonb3oBaHmnem SQL-
MHbeKUMN. OH Takoke nssnekaeT GoOpMbl C HANAEHHbIX BE6-CaNTOB U MNbITaeTCs onpeaennTb ysa3BMMbIe NONS.
CueHapuii BoinonHsieT nouck HTTP-cepBepa B nomckax URL-agpecoBs, cogepxallmx 3anpochbl. 3aTeM OH NepexoguT K
06beanHeH o co3gaHHbIx komaHa SQL ¢ yassumbimu URL-agpecamu gnsi nonyvyeHus own6ok. Owmnokm
aHanmaunpyloTca Ha npegmeT ya3smmMmocTn URL-agpeca ansa ataku.

MepeuncneHne Beb6-kaTanoros

Onucanuve

[MpoBepseT kaTanorun, ncnonbayemble NOnyassPHbIMU BEG-MPUNOXKEHUAMN U CEpBEpPaMU.

MopT 443

KaTtanor

/blog/

/weblog/

/weblogs/

/wordpress/

Iwiki/

/mediawiki/
/wiki/Main_Page
/tikiwiki/
/cgi-bin/mj_wwwusr
/majordomo/mj_wwwusr
/j2ee/examples/serviets/
/j2ee/examples/jsp/
/dsc/

/websvn/

/repos/

/repo/

/svn/

/cvs/

/frontend/x3/
/egroupware/

/aphpkb/
/webedition/we/include/we_modules/
/webedition/
/Examples/

/cgi-bin/vcs
/ocsreports/

/forum/

/forums/

/smf/

OnwucaHve

Blog

Blog

Blog

Blog

Wiki

Wiki

Wiki

Tikiwiki

Majordomo2 Mailing List
Majordomo2 Mailing List
Oracle j2ee examples
Oracle j2ee examples

Trend Micro Data Loss Prevention Virtual Appliance
WEBSVN Repository
Possible code repository
Possible code repository
Possible code repository
Possible code repository
CPanel

eGroupware

Andys PHP Knowledgebase
Web Edition

Web Edition

Possible documentation files
Mitel Audio and Web Conferencing (AWC)
OCS Inventory

Forum

Forum

Forum



KaTanor

/phpbb/

/manager/

/admin/
/admin/admin/
/administrator/
/moderator/
/webadmin/
/adminarea/
/bb-admin/
/adminLogin/
/admin_area/
/panel-administracion/
/instadmin/
/memberadmin/
/administratorlogin/
/adm/
/joomla/administrator
/admincp/

/wp-json

/adm1in/

/4dmin/
/administr8/
/administer/
/administrators/
/adminpro/
/admins/
/maintenance/
/Lotus_Domino_Admin/
/hpwebjetadmin/
/_admin/
/_administrator/
/_administrador/
/_admins/
/_administrators/
/_administradores/
/_administracion/
/_4dm1in/

/_admin/

/_Admin/

OnucaHne

Forum

Possible admin folder

Possible admin folder

Possible admin folder

Possible admin folder

Possible admin folder

Possible admin folder

Possible admin folder

Possible admin folder

Possible admin folder

Possible admin folder

Possible admin folder

Possible admin folder

Possible admin folder

Possible admin folder

Possible admin folder

Possible admin folder

Possible admin folder

Possible admin folder

Possible admin folder

Possible admin folder

Possible admin folder

Possible admin folder

Possible admin folder

Possible admin folder

Possible admin folder

Possible admin folder

Possible admin folder

Possible admin folder

Possible admin folder

Possible admin folder

Possible admin folder

Possible admin folder

Possible admin folder

Possible admin folder

Possible admin folder

Possible admin folder

Possible admin folder

Possible admin folder
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/system_administration/
/system-administration/
/system-admin/
/system-admins/
/system-administrators/
/administracion-sistema/
/Administracion/
/Admin/

/Administrator/
/Manager/

/Adm/

/systemadmin/
/admin108/
/pec_admin/
/system/admin/
/plog-admin/
/ESAdmin/
/axis2-admin/

/_sys/

/sitecore/admin/
/sitecore/login/admin/
/backup/

/backup

/backups/

/bak/

/back/

/cache/backup/
/admin/backup/

/atom/

/rss/

/etc/passwd

/example/

/examples/
/iissamples/
/j2eeexamples/
/j2eeexamplesjsp/
/sample/

/ncsample/

/fpsample/
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Possible admin folder
Possible admin folder
Possible admin folder
Possible admin folder
Possible admin folder
Possible admin folder
Possible admin folder
Possible admin folder
Possible admin folder
Possible admin folder
Possible admin folder
Possible admin folder
Possible admin folder
Possible admin folder
Possible admin folder
Possible admin folder
Possible admin folder
Possible admin folder
Possible admin folder
Possible admin folder
Possible admin folder
Possible backup
Possible backup
Possible backup
Possible backup
Possible backup
Possible backup
Possible backup

RSS or Atom feed

RSS or Atom feed

Webroot might be in root folder

Sample scripts
Sample scripts
Sample scripts
Sample scripts
Sample scripts
Sample scripts
Sample scripts

Sample scripts
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/cmsample/

/samples/

/login/

/test/

/webmail/

/mail/

/log/

/logs/

/wwwlog/

/wwwlogs/

/mail_log_files/

/mono/

/eyeos/
/ehcp/?op=applyforftpaccount
/ehcp/?op=applyforaccount
/ehcp/?op=applyfordomainaccount
/vhosts/ehcp/?op=applyforftpaccount

/vhosts/ehcp/?op=applyforaccount

/vhosts/ehcp/?op=applyfordomainaccount

/sourcebans/
/cgi-bin/ck/mimencode
/cgi-bin/masterCGI?
/tiny_mce/plugins/filemanager/
/ajaxfilemanager/
/nagios3/

/cacti/

/ime/

/imcws/

/partymgr/
/YUl-upload/html
/Uploadify/

/syssite/

/modules/docmanager/doctypetemplates/myuploadedfile

/dhost/
/zp-core/
/amember/
/arcsight/
/beef/

/BEEF/

OnucaHve

Sample scripts

Sample scripts

Login page

Test page

Mail folder

Mail folder

Logs

Logs

Logs

Logs

Logs

Mono

Possible eyeOS installation

Easy Hosting Control Panel

Easy Hosting Control Panel

Easy Hosting Control Panel

Easy Hosting Control Panel

Easy Hosting Control Panel

Easy Hosting Control Panel
SourceBans - Steam server application
ContentKeeper Web Appliance
Alcatel-Lucent OmniPCX Enterprise
Tiny MCE File Upload

AJAX File Manager

Nagios3

Cacti Web Monitoring

3Com Intelligent Management Center
3Com Intelligent Management Center
Apache OFBiz

YUI Images / File Upload

Uploadify

ShopEx

Achievo

Novell eDirectory

Zen Photo

aMember

Arcsight

BeEF Browser Exploitation Framework

BeEF Browser Exploitation Framework
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/deploymentmanager/
/dotDefender/
/actuator/
/auditevents/
/autoconfig/
/beans/
/configprops/
/env/

/flyway/
/health/
/healthcheck/
/healthchecks/
/loggers/
/liquibase/
/metrics/
/mappings/
/trace/
/heapdump/
/jolokia/
/vmware/

/ui/

[citrix/

/Citrix/

/citrix/AccessPlatform/auth/clientscripts/

/AccessPlatform/auth/clientscripts/

/manager/html/upload
/manager/html

/axis2/
/web-console/Invoker
/invoker/JMXInvokerServiet
/invoker/
/jmx-console/
/admin-console/
/flexfm/
/printer/image
/phpmyadmin/

/phpMyAdmin/

/PHPMyAdmin/

/PMA/

OnucaHne

IBM Proventia

dotDefender Web Application Firewall

Spring Boot Actuator endpoint
Spring Boot Actuator endpoint
Spring Boot Actuator endpoint
Spring Boot Actuator endpoint
Spring Boot Actuator endpoint
Spring Boot Actuator endpoint
Spring Boot Actuator endpoint
Spring Boot Actuator endpoint
Spring Boot Actuator endpoint
Spring Boot Actuator endpoint
Spring Boot Actuator endpoint
Spring Boot Actuator endpoint
Spring Boot Actuator endpoint
Spring Boot Actuator endpoint
Spring Boot Actuator endpoint
Spring MVC Endpoint

Spring MVC Endpoint
VMWare

VMWare

Citrix

Citrix

Citrix

Citrix

Apache Tomcat

Apache Tomcat

Apache Axis2

JBoss Console

JBoss Console

JBoss Console

JBoss Console

JBoss Console

Flex File Manager

Lexmark Printer

phpMyAdmin

phpMyAdmin
phpMyAdmin

phpMyAdmin
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/pma/

/dbadmin/

/myadmin/
/php-my-admin/
/phpMyAdmin2/
/phpMyAdmin-2/
/phpMyAdmin-2.2.3/
/phpMyAdmin-2.2.6/
/phpMyAdmin-2.5.1/
/phpMyAdmin-2.5.4/
/phpMyAdmin-2.5.5-rc1/
/phpMyAdmin-2.5.5-rc2/
/phpMyAdmin-2.5.5/
/phpMyAdmin-2.5.5-pl1/
/phpMyAdmin-2.5.6-rc1/
/phpMyAdmin-2.5.6-rc2/
/phpMyAdmin-2.5.6/
/phpMyAdmin-2.5.7/

/phpMyAdmin-2.5.7-pl1/

/phpMyAdmin-2.6.0-alpha/
/phpMyAdmin-2.6.0-alpha2/
/phpMyAdmin-2.6.0-betal/

/phpMyAdmin-2.6.0-beta2/

/phpMyAdmin-2.6.0-rc1/
/phpMyAdmin-2.6.0-rc2/
/phpMyAdmin-2.6.0-rc3/
/phpMyAdmin-2.6.0/
/phpMyAdmin-2.6.0-pl1/
/phpMyAdmin-2.6.0-pl2/
/phpMyAdmin-2.6.0-pl3/
/phpMyAdmin-2.6.1-rc1/
/phpMyAdmin-2.6.1-rc2/
/phpMyAdmin-2.6.1/
/phpMyAdmin-2.6.1-pl1/
/phpMyAdmin-2.6.1-pl2/
/phpMyAdmin-2.6.1-pI3/

/phpMyAdmin-2.6.2-rc1/

/phpMyAdmin-2.6.2-betal/

/phpMyAdmin-2.6.2/
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phpMyAdmin
phpMyAdmin
phpMyAdmin
phpMyAdmin
phpMyAdmin
phpMyAdmin
phpMyAdmin
phpMyAdmin
phpMyAdmin
phpMyAdmin
phpMyAdmin
phpMyAdmin
phpMyAdmin
phpMyAdmin
phpMyAdmin
phpMyAdmin
phpMyAdmin
phpMyAdmin
phpMyAdmin
phpMyAdmin
phpMyAdmin
phpMyAdmin
phpMyAdmin
phpMyAdmin
phpMyAdmin
phpMyAdmin
phpMyAdmin
phpMyAdmin
phpMyAdmin
phpMyAdmin
phpMyAdmin
phpMyAdmin
phpMyAdmin
phpMyAdmin
phpMyAdmin
phpMyAdmin
phpMyAdmin
phpMyAdmin

phpMyAdmin
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/phpMyAdmin-2.6.2-pl1/
/phpMyAdmin-2.6.3/
/phpMyAdmin-2.6.3-rc1/
/phpMyAdmin-2.6.3-pl1/
/phpMyAdmin-2.6.4-rc1/
/phpMyAdmin-2.6.4-pl1/
/phpMyAdmin-2.6.4-pl2/
/phpMyAdmin-2.6.4-pl3/
/phpMyAdmin-2.6.4-pl4/

/phpMyAdmin-2.6.4/

/phpMyAdmin-2.7.0-betal/

/phpMyAdmin-2.7.0-rc1/
/phpMyAdmin-2.7.0-pl1/
/phpMyAdmin-2.7.0-pl2/

/phpMyAdmin-2.7.0/

/phpMyAdmin-2.8.0-betal/

/phpMyAdmin-2.8.0-rc1/
/phpMyAdmin-2.8.0-rc2/
/phpMyAdmin-2.8.0/
/phpMyAdmin-2.8.0.1/
/phpMyAdmin-2.8.0.2/
/phpMyAdmin-2.8.0.3/
/phpMyAdmin-2.8.0.4/
/phpMyAdmin-2.8.1-rc1/
/phpMyAdmin-2.8.1/
/phpMyAdmin-2.8.2/
/sglmanager/
/php-myadmin/
/phpmy-admin/
/mysqladmin/
/mysql-admin/

/websql/
/_phpmyadmin/

/852566C90012664F

/iNotes/Forms5.nsf/$DefaultNav

/_app_bin
/_controltemplates
/_layouts

/sitedirectory
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phpMyAdmin
phpMyAdmin
phpMyAdmin
phpMyAdmin
phpMyAdmin
phpMyAdmin
phpMyAdmin
phpMyAdmin
phpMyAdmin
phpMyAdmin
phpMyAdmin
phpMyAdmin
phpMyAdmin
phpMyAdmin
phpMyAdmin
phpMyAdmin
phpMyAdmin
phpMyAdmin
phpMyAdmin
phpMyAdmin
phpMyAdmin
phpMyAdmin
phpMyAdmin
phpMyAdmin
phpMyAdmin
phpMyAdmin
phpMyAdmin
phpMyAdmin
phpMyAdmin
phpMyAdmin
phpMyAdmin
phpMyAdmin
phpMyAdmin
Lotus Domino
Lotus Domino
MS Sharepoint
MS Sharepoint
MS Sharepoint

MS Sharepoint
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/lists/tasks/ MS Sharepoint

/lists/ MS Sharepoint

/owa/ Outlook Web Access

/tsweb/ Remote Desktop Web Connection
/reportserver/ Microsoft SQL Report Service
/_vti_bin/ Frontpage file or folder

/_vti_cnf/ Frontpage file or folder

/_vti_log/ Frontpage file or folder

/_vti_pvt/ Frontpage file or folder

/_vti_txt/ Frontpage file or folder

/.svn/ Subversion folder
/uir//etc/passwd Possible D-Link router directory traversal vulnerability

(CVE-2018-10822)

/uir//tmp/csman/0 Possible D-Link router plaintext password file exposure
(CVE-2018-10824)

/db/ BlogWorx Database
/Default?MAIN=DEVICE TopAccess Toshiba e-Studio520
/nfservlets/servlet/SPSRouterServlet/ netForensics

/README Interesting, a readme.
/xoda/README Interesting, a readme.
/docs/README Interesting, a readme.
/documents/README Interesting, a readme.
/dms/README Interesting, a readme.
/status/README Interesting, a readme.
/statusnet/README Interesting, a readme.
/twitter/README Interesting, a readme.

/0/ Potentially interesting folder
n/ Potentially interesting folder
12/ Potentially interesting folder
/3/ Potentially interesting folder
14/ Potentially interesting folder
/5/ Potentially interesting folder
16/ Potentially interesting folder
7/ Potentially interesting folder
/8/ Potentially interesting folder
/9/ Potentially interesting folder
10/ Potentially interesting folder
/al Potentially interesting folder
/b/ Potentially interesting folder

/c/ Potentially interesting folder
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/d/

le/

1t/

/9/

/h/

i/

/il

/k/

n

/m/

/n/

/o/

/p/

la/

Ir/

/s/

1t/

/u/

N/

/w/

Ix/

1yl

/z/
/acceso/
/access/
/accesswatch/
/acciones/
/account/
/accounting/
/active/
/activex/
/admcgi/
/admisapi/
/AdvWebAdmin/
/agentes/
/Agent/
/Agents/
/AlbumArt_/

/AlbumArt/
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Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder

Potentially interesting folder
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/Album/
/allow/
/analog/
/anthill/
/apache/
/api/
/api-docs/
/app/
/applets/
/appl/
/application/
/applications/
/applmgr/
/apply/
/appsec/
/apps/
/archive/
/archives/
/ar/

/asa/

/asp/

/atc/

/aut/
/authadmin/
/auth/
/author/
/authors/
law/
/ayuda/
/b2-include/
/backend/
/bad/
/banca/
/banco/
/bank/
/banner01/
/banner/
/banners/

/bar/
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Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder

Potentially interesting folder
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/batch/
/bb-dnbd/
/bbv/
/bdata/
/bdatos/
/beta/
/billpay/
/bin/
/binaries/
/binary/
/boadmin/
/boot/
/bottom/
/browse/
/browser/
/bsd/
/btauxdir/
/bug/
/bugs/
/bugzilla/
/buy/
/buynow/
/cached/
/cache/
/cache-stats/
/caja/
/card/
/cards/
/cart/
/cash/
/caspsamp/
/catalog/
/cbi-bin/
/ccard/
/ccards/
/cd-cgi/
/cd/
/cdrom/

/ce_html/

OnucaHve

Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder

Potentially interesting folder
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/cert/
/certificado/
/certificate/
/cfappman/
/cfdocs/
/cfide/
/cgi-914/
/cgi-915/
/cgi-auth/
/cgi-bin2/
/cgi-bin/
/cgibin/
/cgi.cgi/
/cgi-csc/
/cgi-exe/
/cqi/
/cgi-home/
/cgi-lib/
/cgilib/
/cgi-local/
/cgi-perl/
/cgi-scripts/
/cgiscripts/
/cqis/
/cgi-shl/
/cgi-shop/
/cgi-sys/
/cgi-weddico/
/cgi-win/
/cgiwin/
/class/
/classes/
/cliente/
/clientes/
/client/
/clients/
/em/
/cobalt-images/

/code/
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Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder

Potentially interesting folder
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/com/
/comments/
/common/
/communicator/
/company/
/comp/
/compra/
/compras/
/compressed/
/conecta/
/conf/
/config/
/configs/
/configure/
/connect/
/console/
/contact/
/contacts/
/content/
/content.ie5/
/controlpanel/
/core/
/corp/
/correo/
/counter/
/credit/
/cron/
/crons/
/crypto/
/CS/

/csr/

/css/
/cuenta/
/cuentas/
/currency/
/cust/
/customer/
/customers/

/custom/
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Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder

Potentially interesting folder
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/CVS/
/cvsweb/
/cybercash/
/darkportal/
/database/
/databases/
/datafiles/
/dat/

/data/
/dato/
/datos/
/db/
/dbase/
/dcforum/
/ddreport/
/ddrint/
/debug/
/debugs/
/default/
/deleted/
/delete/
/demoauct/
/demomall/
/demo/
/demos/
/demouser/
/deny/
/derived/
/design/
/dev/
/devel/
/development/
/directories/
/directory/
/directorymanager/
/dir/

/dl/

/dm/

/DMR/
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Potentially interesting folder
Potentially interesting folder
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Potentially interesting folder
Potentially interesting folder
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Potentially interesting folder
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Potentially interesting folder
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Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
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Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
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Potentially interesting folder
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Potentially interesting folder

Potentially interesting folder
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/dms0/
/dmsdump/
/dms/

/dnn/

/docl/

/doc/
/doc-html/
/docs1/
/docs/
/DocuColor/
/documentation/
/document/
/documents/
/dotnetnuke/
/down/
/download/
/downloads/
/dump/
/durep/
/easylog/
/eforum/
/ejemplo/
/ejemplos/

/emailclass/

/email/
/employees/
/empoyees/
/empris/
/enter/
/envia/
/enviamail/
/error/
/errors/

/es/

/estmt/
/etc/
/etcpasswd/
/excel/

/exc/
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Potentially interesting folder
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Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder

Potentially interesting folder

Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder
Potentially interesting folder

Potentially interesting folder
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/exchange/
/exchweb/
/exec/
/exe/

/exit/
/export/
/external/
/extranet/
/failure/
/fbsd/
/fcgi-bin/
/fcgi/
/features/
/fileadmin/
/file/
/filemanager/
ffiles/
/find/
/flash/
/foldoc/
/foobar/
/foo/
/form/
/forms/
/formsmgr/
/form-totaller/
/foto/
/fotos/
/fpadmin/
/fpclass/
/fpdb/
/fpe/
/framesets/
/frames/
/frontpage/
/ftp/
/ftproot/
/func/

/function/
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/functions/
/fun/
/general/
/gfx/

/qif/

/qifs/
/global/
/globals/
/good/
/graphics/
/grocery/
/guestbook/
/guest/
/guests/
/GXApp/
/HB/
/HBTemplates/
/helpdesk/
/help/
/hidden/
/hide/
/hitmatic/
/hit_tracker/
/histats/
/home/
/hosted/
/host/
/hostingcontroller/
/hosting/
/hp/

/htbin/
/htdocs/
/ht/

/htm/
/html/
/http/
/https/
/hyperstat/

/18n/
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/ibank/
/ibill/
/IBMWebAS/
/icons/
/idea/
/ideas/

N/
/iisadmin/
/image/
/images/
/imagenes/
/imagery/
/img/
/imp/
/import/
/impreso/
/inc/
/include/
/includes/
/incoming/
/index/
/inet/

/inf/

/info/
/information/
/in/
/ingresa/
/ingreso/
/install/
/internal/
/internet/
/intranet/
/inventory/
/invitado/
/isapi/
/i2ee/
/japidoc/
/java/

/javascript/
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/javasdk/
/javatest/
/jave/
/JBookIt/
/idbc/
/job/
/jrun/
/isa/
/jscript/
/iserv/
/is/

/jslib/
lisp/
/junk/
/kiva/
/known/
/labs/
/lcgi/
/lib/
/libraries/
/library/
/libro/
/license/
/licenses/
/links/
Nlinux/
/loader/
/local/
/location/
/locations/
/logfile/
/logfiles/
/logger/
/logg/
/logging/
/logon/
/logout/
/lost+found/

/mailman/
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/mailroot/
/makefile/
/manage/
/management/
/man/
/manual/
/map/
/maps/
/marketing/
/member/
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KaXkayto GopMmy, eC/iM OHa COAEPXKUT HenpeacKasyeMbl TOKEH A/151 KaXkAoro nosb3osartens. bes Hero
310yMbILTIEHHUK MOXXEeT nopgaenaTtb BpeaoHOCHbIE 3anpochbl.

Mounck cnabbix naponen gns SSH
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BobinonHseT 6pyTtdopc TOM 100 naponert SSH cepsepa.

v MpoBepKa BbINOMAHEHA YCMEeLHO

Cna6bix naponewn gns SSH He 06Hapy>KeHO



Cepsep MySQL ¢ nycTbiM naponem
OnucaHue

MpoBepseT Hannuune cepeepa MySQL ¢ nycTbim naponem gns "root" nnm "anonymous".

V MpoBepkKa BbINO/IHEHA YCNELIHO
Cny>x6bl MySQL ¢ aHOHVMHbIM [LOCTYNOM HEe HalAeHbI
Cepsep FTP ¢ nycTbiM naponem
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MposepseT, paspelwaeTt N1 FTP-cepBep aHOHUMHbIV BXOA,. ECNY aHOHUMHbIN paspeLleH, Noy4aeT CMCOK KOPHEBOIro
KaTanora v BolgenseT danbl, AOCTYMNHbIE AN 3arnncu.

v MNMpoBepKa BbINOMAHEHA YCMEeLIHO

FTP ¢ aHOHWUMHbIM AOCTYMNOM He HaraeHbl

MpoBepka cnabbix naponen Ha FTP
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BoinonHaeT 6pyTdopc TOM 100 naponeni FTP-cepeepa.

v MpoBepKa BbINOMAHEHA yCreLlHO

Cnabbix naponen ans FTP He o6Hapy>XeHo

Mowuck cnabbix naponen gna MySQL
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BoeinonHsaeT 6pytdopc TOM 100 naponenn MySQL cepsepa.

V MpoBepka BbIMO/HEHA YCMNELWHO

Cnabbix naponen MySQL He o6Hapy>xeHO

Mouck cnabbix naponen gnsa Wordpress CMS
Onucanuve

BbinonHseT 6pytdopc TOM 100 naponent Wordpress CMS.

v MpoBepKa BbINo/IHEHA YCMEeLLHO

Cnabblix naponen He 06HapyXeHo

Mounck yassnmocTen gnsa Be6-npunoXXxeHunm

Onucanuve

MpoBepka nweT BE6-NPUIOXEHNS HA XOCTUHTE, 3aTEM BbIMNOJTHAET NMOUCK YSI3BUMOCTU B 3aBUCUMOCTHU BUAa
npunoxxenus. Mol moxxem HanTu GitLab, Wordpress.

@ V3BeCTHbIX BE6G-MPUTOXKEHUI HE OBHAPYXXEHO

Mownck yassumocTten gna1C
OnucaHue
MpoBepka uweT yassumocTu B 1C Enterprise.

@ 1C Enterprise He HaigeH

Mowuck ysassumocTen ons SSH
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MpoBepka nieT yazsumocTu ansa SSH. K npumepy, BO3MOXHOCTb aBTOpM3aL,Mn Mo NapoJiio.



RDP oTkntoveHa NLA ayTeHTuduMKaums
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lMpoBepseT, He HaCTPOEH NN yaaneHHbI paboyunii CTON 18 UCMOIb30BaHUSA NPOBEPKU MOAJIMHHOCTU Ha CETEBOM
ypoBHe (NLA).

Mowuck yassumocTen gnsa Jira

Onucanuve

lMpoBepka nleT ya3BMMocTu B Jira.
© VA3BUMMOCTU He HalaeHbl

lMpoBepka BO3MOXHOCTM 3axBaTa nogaomMeHa

OnucaHue

MpoBepseT, ecTb N1 Kakne-nn6o rnogaoMeHbl, ya3BMMble O/15 3axBaTa.

O 2fa.Icbit.ru
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